[nsa paboTbi ¢ 3ITUM MOAYNEM HEOBXOAMMO 3aKNHUUTL AOTOBOP Ha MHTEpHET-3kBanpuHr ¢ NMAO Kb
«YBPuP», nanee bank. 3To MoryT caenatb TONbKO opuanyeckue nuua unu UM. na saknoyveHms
[OroBopa MOXHO 00paTuTbCA B Gnvxanwmii opuc baka.

YcrtaHoBKa moayns.

1. 3aiauTe B NaHenb yNpaBneHUSICBOErO MHTEPHET-MarasuHa;
2. Bo Bknagke «Paclumpenns»Boibepute«MeHemkep PaclumpeHnins;

B Cucrema~ Tonbsosatenn ~ Menw ~ Matepuanbl ~  KomnoenTsl »  Pacwwmpenua = Cripaska -
—

{_l\ MaHene ynpasneHus MeHenep paclurpeHni

MeHeaxep mogyneli

BakHble cUCTel MEHE,D,XEP NNaruHoe CTAHOEKW WK 06l

Y Bac ecTb BaHEl e YCTaHOBKM MAKW of
# Co3patb maTepuan MeHenxep wabnoos

Bel momete npoc e BpemA Buifipag B b

MeHeg¥ep A3LIKOB
l‘v'lE!HE,EL'rHE!p MaTepHManos CDDELIJ'EHHH Axep

= \enemwxep kateropui MpocMoTPeTs CooBLYEHIA

B Meana-meHemkep

3. Tepengute B pasgen«yYcraHoBKay - «3arpy3uTb (ann nakeTay, HaxmuTe kHomnky «O630p» n
BbIOEpuUTE YCTAHOBOYHbIA apXvB (CKaumMBaeTcs ¢ caiTa 6aHka unu npegocTtasnseTcs 6aHkom no
3NEKTPOHHBLIM KaHanam cBsiau);

4. Tlocne Yero HaXMMTE KHOMKY «3arpy3uTb 1 YCTAHOBUTLY;

B Cuctrema ~ T[Monbsosatenn ~ Menio ~ Matepuanel ~  KomnodenTel ~  Pacwmpenna ~  Cnpaska ~

4 MeHemxep pacluMpeHnii: YcTaHoBKa

YetaHoeuTs w3 JED 3arpyaute daiin naketa VeTaHoBMTE W3 KaTanora Yeranwoeute w3 URL

YcTaHoBka

OBHoBnenne
Ynpagnenue 3arpysute 1 ycTaHOBUTL paclunpeHre Joomla

Monck

Ba3sa gaHHex
N daiin naketa ubrr_hikashop-master zip
MpeaynpexaeHus

YcTaHoBKA A3LIKOBLIX NakeToB

Cepeeptl 0DHoBREHWA =
BESD 3arpyanTe W yCTaHOBUTE

5. B cnyvae ycnewHoit yCTaHOBKY [OMKHO NOSIBUTLCA COOOLLEHME: «YCTaHOBKA NariHa yCnewHo
3aBepLUeHay.

B Cucrema ~ T[onbsoeatenn ~ Menio ~ Matepuansl ~ KomnoHewTsl ~  Pacumpenna ~  Cnpaeka ~

M MeHemkep paciumpeHmii: YcTaHoBKa

Coob6LeHne

OBHoBNEHKE



HacTpoiika mogyns.

1. Tlepengute BO BKNagky «YnpaeneHue» B MeHemxepe paclumpennii n B noucke seeautellnaTexHoin
moaynb YBPuP;

Bl Cucrema ~ MMonb3oeatenm ~ Menw ~  Marepuansl ~  KomnoHedTsl ~  Pacumpenns ~  Cnpaeka -

4 MeHenxep paclumpeHnii: Ynpasnexne

" BKMKYUTE @ Brikniounts ™ OBHOBUTE K3W K Newncrannupoeats

@

YcTaHoBka & x
i}
Obrosnexne [[| Hazeanwe =« 0Bnacte cHCTEeMBI CocToanue
Mouck ]  CAPTCHA - reCAPTCHA Caitr ]
Baza faHHeIx
[ CEMS Joomla Caiir [}
MpeaynpexneHua
YcTaHOBKa A3LIKOBLIX NAKeTOB ] English (en-GB) Caiir 8
Cepeeptl 0BHOBREHNI
] English (en-GB) NaHenk ynpaBneHnAa 8
DUNETp: B FOF Caiit o
- Bribop ofinacTih cucTemsl - ¥.
[ HTML-kos MaHenk ynpaeneHna a
- Buibop cocToAHuA - b ;
m HTML-kog Cair 1
- Buibop Tuna - M [ HikaShop MaHens ynpaeneHna v
- Buifiop kaTanora - v [1 HikaShop Australia Post shipping plugin (deprecated) Caiit ]

2. BKnounTe yCTaHOBNEHHOE PaCLIMPEHNE;

B Cucrema ~ MMonbsosatenn ~ Mewio ~ Marepnansl ~  KomnowexTsl »  Pacumpenns ~  Crpaska

M MeHemkep paciuMpeHnii: YnpaeneHue

v BKNOUHTE @ Brikniounts ™ OGHOBMTE K3l R [ewncrannupoeats

@
YcTaHoeka YBPuP Q X
OBHoenexne H N o6 . .
Mouck [[]  MnatesHbii Mogyns YEPUP Caiir ) Mnarux 1.0.0 Jule 2015

Basa panHsix

3. [lomxHO NosiBUTLCS COOBLLIEHIE O TOM, YTO PACLUMPEHMNE BKITOYEHO;

Bl Cucrema ~ TMonwbsosatenm ~ Menio ~ Matepuansl ~  KomnoHenTel ~  Pacwupenus ~  Cnpaeka -

Ml MeHemkep paclumpeHnii: YnpasneHne

+ Brniownts || @ Boiknouwnme || O OGHoeute k3w || X [lewHcTannuposats

CooGlWweHne
¥cTaHoBka 1 pacLUMpeHUE BKNOYEHD

ObHoenexne

Monck YBPuP Q x

Baaa panHbx
) [F] Haseanne = Obnacte cuCcTeMBI Coctosanune Tun Bepcua
Mpeaynpexaenus
YcTaHOBKa A3bIKOBLIX NaKeTOR [ Mnarexueil mogyne YEPuP Caiir v Mnarux 1.0.0

Cepeeprl oBHoBREHNI



4. [anee nepeigute BO BKNaaky «KomnoHeHTbl» — «Hikashop»;

Bl Cucrema ~ Tlonesoeatenn ~ Menio ~ Martepuansl ~  KomnoneHTsl ~  Pacwwupenus ~  Crnpabka

M MeHemkep paclumpeHuit: YnpaeneHue ———— Tosape!

BanHepkl Kateropun
« BEMNIOUMTE @ BLikmiounTh * OGHOBUTL K3 K Oewncrannn  KoHTakTel Mons3ogatend
© INeHTH HOBOCTEN 3akazkl
. YEPUP MeTkm KoHjmrypauua
YcTaHoBKa
OBHoanenre Joomlal Cruaku
ObHoBREHNE
[[] Haseanwe ¢ [lepenanpaenexue Momowyks
YrpaeneHue
1 Mowex Uodate / About
Mouck [[]  TnaTexHeni n

CuctemHele cooblyeHus

Ba3a gaHHeix
= CoobuweHns

MpeaynpeskaeHuA ;
peaynp YMHEIA noWcK

VCTaHOBKE A3LIKOBEIX NAKETOE

5. Bbibepute«Cucrema» — «Crnocobbl onnarbi»;
B Cucrema ~ Tonb3osatenm ~ Menwo ~  Matepuansl ~  KoMmnoHeHTbl »  Pacuw

§¢ HikaShop

8 Momowk

% Cuctemar w Topapui> <& lMowynatenu= 4= 3akaswl> [j=| Hactpoiikw oTobpaxenn:

2% Kondurypayns 3
& ZoHul

*- Cnocobbl onnartwl Cratyc zakaza Bcero

Cnocofbl nocTasku s CoanaH 10.00 RUR

6. Haxwmute kHonky «Co3gaTtby;

Bl Cucrema ~ Tonbsosatenn ~ MeHw ~ Matepuansl ~  KomnoHeHTel ~  Pacwupenns ~  Cnipas
MnarvHbl
% Konupoearts " OnyEnukoRaTe €@ CHAtb ¢ nyGnukaumn @ Coapats @ Momowk ¥ MaHenk ynpasnexna
*% Cuctemar % Toeapei~ <& lMokynatenu~ 4= 3akasei~ [ Hactpoiikn otobpawennAa- 30 [JokymenTauua -
OtpmneTpoeats: MpumeHuTs Chpoc

# [l HazeaHuWe Llena OrpaHH4eHHA



7. Bbibepute MnatexHbin Moaynb YBPuP;

B Cucrema~ Tonb3oeatenn = MeHw ~ MaTepuansl ~  KomnoHeHTel +  Pacwmpenua ~  CnpaBka -

MnarnHbl

@ OtMena © Momouk 3¢ TaHEenk yNpaeneHuA

*% Cuctema~ % Topapui> <& [Mokynatenu~ 4= 3akaswi~  [= Hactpoiikn otobpamenna~ &0 [okymeHTauus «
# HazeaHnue
1 MnarexHeiil mogyns YEPuP

8. W HacTpoitTe nnaTexHbi METOA, Yka3as Ha3BaHWE U HEOOXOAUMbIE AaHHbIE;

» & Newynaterm~ 4 Jaeasu~ 5} Hacrpodin orofpasemin» 35 Jlowyusdrago «

OcHoBHan WHgopMaLua OBwan koHurypauua
Hausamny Ubei_name avo ([ e
Onuncanna " BHHA | oot unitlys ra
WIMeHUTE « BLTaBUTE = Bug = TOPMAT ~ Tatinuga « HIHCTPYMEHTR = = s
BJUS FFEN Mgy - = E Lewa =
L B F oW oe —m.- x X 0

CneuuansHas KoHgurypauma

MepBUYHAR HACTPOMKA BLINONHEHA

Janpocss CTATYE JaKa1a
Marhoguampn 0 saxoe
Crwena saraza

Cuepea uroron

Jypuan onapaupil Visa
OyHKUWS «[1Ba NpOLiECCHHIa» BKIHYAETCS B CMyyae, eCiM NNaHUpyeTcs NPUHAMATH K onrate kapTbl Visa 1
MasterCard, npu BbIKIIOYEHHOM (DYHKLMM MOXHO NPUHAMATL K OMfiaTe TONbKO kapTbl Visa.

ID uHTEpHET-MarasuHa ans Visa Bbl nonyunte npu 3akntoyeHumn gorosopa. MNaponb k ceptudmkaty Visa
3aaeTcs CaMOCTOSATENBHO NPU reHepaLm 3aKkpbITOro KIoya (CMOTPETb UHCTPYKLMIO HIXKE).



CneunantHan kongurypauma

p

I3 Matepuas &3 MaoBpaminne @ BukniunT, passitop

Hiypean snepaust MasierCand

[ns npuema onnatbl kaptamn MasterCard 06s3aTensHO fOKHbI ObITb Yka3aHb!:
e |D uHTepHeT-marasnHa ansg MasterCard
e JloruH nnyHoro kabuHeta MasterCard
o [laponbuHTepHeT-MmarasuHaans MasterCard
e [laponbnnuHoro kabuHeta MasterCard
OTW AaHHble MOryT BbITb NONYyYeHb! NPpK 3aKNKYEHU JOrOBOpA.

9. Tlocne Yero HaxumaeM KHOMKY «COXpaHUTb 1 3aKPbITb.
HacTpoiika mogyns 3akoH4eHa, Bbl MoxeTe paboTats.



Bbinyck kntoyen u ceptudmkara.

HeobxoauMo caMocToSTENbHO CO3AaTh KMouM (KMHUYEBYH MHCOPMALMIO) C UCMONb30BaHUEM NPOrPaMMHOTO
obecneyeHns openss| co crieayoLWLMMI napameTpamm:

- AnuHa knova 2048 bit;
- SHA256;
- B kKayectBe Common Name yka3biBaeTcst MerchantlD (IDuHTepHeT-MarasuHa ans VISA);

1. CkauvsBaem 1 yCTaHaBNWBAEM C calTa nocneaHtorw sepcuto OpenSSL
(http://slproweb.com/products/Win320penSSL.html);

2. 3anyckaem cpaiin openssl.exe;

3. Bbinyckaem 3aKpbITbIA KoY
[insiaToroBBOAMMKOMaHAY: opensslgenrsa -des3 -passout pass:123456 -out user.key 2048
123456 — aT0 naponb k ceptudmkaty VISA, Bl 3agaete ero caMoCToSTENbHO.
User.key — nmsi hainna 3akpbIToro kntoya. Mms obszaTensHo OMKHO ObITb TakuMm.

B CAOpenSSL-Win32\bin\openssl.exe = | B [t S

Open38L» genrsa —desd —passout pass:123456 —out user.key 2048 _

m —

4. Tlocne Heobxoammo cchopMmpoBaTh 3anpoc Ha cepTudmkat B popmate PKCS10
3anpoc MOXHO cchopMMpOBaTb CrieayHoLLE KOMAHAON:
openssl req -new -key user.key -out user.csr -passin pass:123456
123456 — naponb, KOTOpbIN ObIN 3aAaH NPY CO34aHMM 3aKPBITOrO KIYa.



http://slproweb.com/products/Win32OpenSSL.html

5. B 3anpoce Ha cepTudVKaT, ykasbiBaeM CriefytLne AaHHble:
CountryName: RU
B CAOpenSSL-Win32\bin\openssl.exe E=mEm X

za —des3d —passout pass:123456 —out user.key 2048
screen’ into random state — done

mi »

iz 65537 (0x10001 >
Open38L» req —new —key user.key —out user.csr —passin pass:123456
Loading ‘screen’ into random state — done
You are about to he asked to enter information that will be incorporated
into your certificate reguest.

What you are about to enter is what is called a Distinguizhed MHame or a DH.
There are gquite a few fields but you can leave some bhlank

For zome fieldsz there will be a default value.

If you enter *.’',. the field will he left bhlank.

Country Mame (2 letter code> [AUI:RU

StateofProvinceName: Hanpumep SVO (cokpalLleHHOe Ha3BaH1e CBOEro pernoxa)

i CA\Open5SL-Win32\bin\openssl.exe

OpenS5L> genrsza —des3d —passout pass:123456 —out user.key 2048
Loading ‘screen’ into random state — done
Generating RSA private key, 2048 hit long modulus

e iz 65537 (x100@1 >

Open38L> req —new —key user.key —out user.csr —passin pass:123456
Loading ‘screen’ into random state — done

You are about to be asked to enter information that will be incorporated
into your certificate regquest.

What you are about to enter iz what is called a Distinguizhed Mame or a DH.
There are guite a few fields but you can leave some hbhlank

For zome fields there will he a default value.

If you enter *.*, the field will he left hlank.

Country Name €2 letter code [AUI1:zRU
State or Province Mame <full name?» [Some—Statel:_




LocalityName: Hanpumep EKB (cokpalLeHHoe Ha3BaHue CBOEro ropoaa)

"

C:\OpenSSL-Win32\bin\openssl.exe = | 5 |

OpenSEL> genrza —desd —passout pass:123456 —out user.key 2048
Loading ’'screen’ into random state — done

Generating RSA private key,. 2048 bit long modulus

e iz 65537 (Ox1DDO1 >

Open38L>» req —new —key user.key —out user.csr —passzin pass:123456

Loading ’'screen’ into random state — done

You are about to be asked to enter information that will he incorporated
into your certificate request.

What you are about to enter iz what is called a Distinguished Hame or a DN.
There are gquite a few fields but vou can leave some blank

For zome fields there will bhe a default value.

If you enter *.', the field will he left hlank.

Country Mame <2 letter code> [AUI:=RU
State or Province Mame (full name> [Some—-Statel:
Locality Name <eg,. city> [1:

OrganizationName: yka3blBaeM COKpaLLEHHO Ha3BaHWe CBOEN OpraHn3aLmn Ha aHrfIMMCKOM.

CADpenSSL-Win32\bin\openssl.exe = | B S

sa —desd —passout pass:123456 —out user.key 20048
‘screen’ into random state — done
Generating RSA private key, 2048 hit long modulus

e iz 65537 (Ox10001 >

OpenSSL> req —new —key user.key —out user.csr —passin pass:123456
Loading ‘screen’ into random state — done

You are about to he asked to enter information that will he incorporated
into your certificate request.

WWhat you are about to enter iz what iz called a Distinguizhed Name or a DHN.
There are guite a few fields but you can leave zome hlank

For zome fields there will he a default value.

If you enter *.*, the field will he left hlank.

Country MHame (2 letter code> [AUI1:RU

State or Province Hame <full name> [Some-Statel:

Locality Mame (eg. city) [l:ekh

Organization Mame <eg,. company? [Internet Widgits Pty Ltdl:_




OrganizationalUnitName: yka3blBaeM COKpaLLeHHO Ha3BaHWe nogpa3feneHns CBOer opraHn3auuy Ha
aHITIMNCKOM.

i C\OpenSSL-Win32\bin\openssl.exe |l=l S |-

OpenSS5LY genrza —des3d —passout pass:123456 —out user.key 2048
Loading ‘=screen’ into random state — done
Generating RSA private key,. 2048 bit long modulus

mi »

e iz 65537 (Ox10001 >

OpenS5Ly req —new —key user.key —out wuser.csr —passin pass: 123456

Loading ‘=screen’ into random state — done

You are about to be azked to enter information that will he incorporated
into your certificate reguest.

WWhat you are about to enter iz what iz called a Disztinguizhed Mame or a DM.
There are guite a few fields but vou can leave zome hlank

For zsome fields there will be a default value.

If vou enter *.°, the field will he left blank.

Country NHame (2 letter code> [AUI:=RU

State or Province Mame <full name?> [Some—Statel:

Locality Mame fCeg, city) [l:ekh

Organization Hame {eg, company} [Internet Widgits Pty Ltd1:UBRR
Organizational Unit Mame <eg, section? [1:

CommonName: yka3biBaem MerchantID (ID uHtepHeT-marasuta ans VISA)

i CA\OpenSS5L-Win32\bin\openssl.exe |l=l a8 X

OpenS5Ly genrsa —desd —passout pass=123456 —out wser.key 2048
Loading ‘screen’ into random state — done
Generating RSA private key,. 2048 bit long modulus

mi w»

e iz 65537 (OxiDDmi>

OpenSSL> req —new —key user.key —out user.csyr —passin pass:123456

Loading 'screen’ into random state — done

You are about to be asked to enter information that will he incorporated
into your certificate reguest.

What you are about to enter is what iz called a Distinguished Hame or a DM.

There are guite a few fields but you can leave some blank
For some fields there will be a default value.
If you enter '.°. the field will bhe left blank.

Country Hame (2 letter code) [AUI:RU

State or Province Mame (full name» [Some—Statel:

Locality Hame <eg, city) [l:ekh

Organization Mame <Ceg,. company?> [Internet Widgits Pty Ltdl:UBRR
Organizational Unit MWame <eg, section>» []1:DRKK UBRR

Common Mame C(e.g. server FQDN or YOUR name> [1:_

OcTanbHble AaHHbIE MOXHO He 3arofHsATb, MPOCTO HaxuMas Enter.

6. ®aiin 3anpoca user.csr He06X0AMMO OTNPABUTL MO ANEKTPOHHON NOYTE B YA0CTOBEPAIOLLMI LieHTp
BaHka Ha aneKTpoHHbIN agpec eqv@ubrr.ru. B TeMe nncbma 0653aTenbHO ykasaTth «3anpoc Ha
cepTudukat ans IHTepHeT-aKkBanpuHray;,

7. Tlocne nonyyeHus anna user.csr baHk BbinyckaeT cepTudumkat B popmate X.509 cpokom AencTeus
OQMH rof C UMEeHeM USer.pem 1 HanpasIseT ero BMECTE C CePTU(MKATOM OTKPbLITOrO KIoYa, Ha
ANEKTPOHHYIO NOYTY, C KOTOPOW NpULLEN 3anpoc;

B TeueHne 2-x Hedenb nocne nonyvyeHns ceptudgmkata Heobxoanmo npeaocTaBuTb B baHk
3aBEPEHHYI0 CO CBOEN CTOPOHbI pacneyaTky cepTudmkaTa OTKpbITOro Kiova.

MMocne nonyyeHus cepTudmkata HeobXoanMo CKONMPOBATL CreHEPUPOBaHHbIE (halinbl MNYHOTO
cepTudmKaTa u NpUBATHOrO KIoya B nanky: kopeHb_canTa/plugins/hikashoppayment/ubrir/certs ¢
MMeHamMu user.pem u user.key COOTBETCTBEHHO.




